PREGLED POSTUPKA #83745

1 PODACI O NARUCIOCU

Naziv narucioca MINISTARSTVO JAVNE UPRAVE
PIB 11070043

E-mail kabinet@mju.gov.me

Telefon 020/241-412

Internet adresa www.gov.me/mju

Fax 020/241-790

Adresa Rimski trg 45

Grad Podgorica

Postanski broj 81000

2 OSNOVNI PODACI

Opis predmeta javne nabavke Nabavka uredaja za zastitu racunarskih mreza
Status U toku

Vrsta predmeta Robe

Vrsta postupka Jednostavna nabavka

Sluzbenik za javne nabavke Dijana DZakovi¢

Kontakt 068/634-330

Datum objave 05.12.2024. 14:20

Napomena -

05.12.2024 14:21:18



3 FAZE U POSTUPKU

. Pocetak . . . .
Vrsta faze Opis v . Kraj podnosSenja Datum otvaranja Status
podnosenja
Zahtjev za podnosenje Zahtjev za podnosenje ponuda - Nabavka 05.12.2024 1420 10.12.202409:30  10.12.2024 09:30 U toku
ponuda uredaja za zastitu racunarskih mreza

4 DODATNE INFORMACIUE

Predmet javne nabavke se nabavlja kao cjelina

Posebni oblici javne nabavke

Okvirni sporazum Ne
Dinamicki sistem nabavki Ne
Elektronska aukcija Ne
Elektronski katalog Ne
Nabavka se sprovodi kao

Zajednicka nabavka Ne
Centralizovana nabavka Ne

5 STAVKE PLANA

Ne postoje definisane stavke plana
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6 USLOVI ZA UCESCE U POSTUPKU | ZAHTJEVI U POGLEDU NACINA 1ZVRSAVANJA PREDMETA NABAVKE

Opis Tip uslova / zahtjeva

Uz ponudu se dostavlja lzjava ponudaca o ispunjenosti uslova utvrdenih zahtjevom i nepostojanju
sukoba interesa, potpisana od strane ovlas¢enog lica ponudaca, koja se sacinjava na Obrascu 2, shodno

¢lanu 9 stav 10 Pravilnika za sprovodenje jednostavnih nabavki (,,Sluzbeni list CG“, br. 16/23, 20/23, Drugi uslovi
36/23,114/23i49/24).

Rok vaZzenja ponude je 60 dana od dana otvaranja Rok vaZenja ponude
Mjesto izvrSenja ugovora je Ministarstvo javne uprave, Rimski trg 45, Podgorica, Mijesto izvrSenja ugovora
Nacin pla¢anja: Virmanski Nacin placanja

Pla¢anje robe ¢e se vrsiti u roku do 30 dana nakon potpisivanja zapisnika o primopredaji opreme koji ¢e
potpisati predstavnici narucioca i dobavljaca. Uredno ispostavljena faktura i zapisnik o primopredaji Rok plac¢anja
potpisan od strane predstavnika Narucioca predstavlja osnov za pladanje ugovorene cijene.

Rok isporuke je maksimalno 10 dana od dana potpisivanja Ugovora. Ponudac je duzan da dostavi Izjavu u

kojoj navodi ponudeni rok isporuke. Rok izvrsenja ugovora

Garantni rok je 12 mjeseci za sve stavke iz tehnicke specifikacije. Ponudac je duzan da dostavi lzjavu

y el s G tni rok
kojom garantuje da je garantni rok 12 mjeseci za sve stavke iz tehnicke specifikacije. arantniro

Ponudac je duzan da Pisano ovlaséenje (autorizaciju) proizvodaca ili distributera (zastupnika)
proizvodaca Ciju opremu nudi, u kojem je navedeno da je ponudac ovlaséen da nudi opremu u

predmetnom postupku javne nabavke. U slu¢aju dostavljanja ovlas¢enja od distributera (zastupnika) Drugi uslovi
neophodno je dostaviti i dokaz od proizvodaca da je on ovlaséeni zastupnik — generalni ili za konkretnu
nabavku.
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7 KRITERUJUMI ZA 1ZBOR NAJPOVOLINIJE PONUDE

Opis

Cijena
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8 PREDMET NABAVKE

Procijenjena vrijednost nabavke: 24.900,00 EUR

TEHNICKA SPECIFIKACIJA PREDMETA NABAVKE

Opis predmeta nabavke

Bitne karakteristike predmeta nabavke

e Statefull firewall, UTM device, VPN concentrator, complete
routing device,

¢ Form factor: Rack mount with integrated power supply,

¢ Flow based routing support

¢ Flash and Memory: min 4 GB DRAM, 8 GB Flash storage,
¢ Performance:

e Firewall IP throughput (IMIX packet size) 500 Mbps
minimum,

e Firewall IP throughput (1518 B packet size) 1 Gbps
minimum,

¢ |Psec VPN throughput (large packets):min. 300 Mbps,

¢ |Psec VPN throughput (IMIX packet size):min. 100 Mbps,

e Support 60.000 concurrent sessions minimum,

e unrestricted number of internal users,

¢ |[Psec VPN tunnels min.250,

¢ |PS (intrusion prevention system) throughput 200 Mbps,

¢ Min. connections per second 5000;

e Interfaces: Fixed I/0: 6 x 10/100/1000BaseTX Ethernet ports
minimum, 2 x SFP minimum;

e 1 x USB 2; 1 x Console RJ45

¢ |IPSEC VPN support: Minimum 250 concurrent VPN tunnels
supported with 3DES or AES, support for MD-5, SHA-1 and

Koli¢ina
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1

Firewall uredaj tipl

SHA-2 authentication;

* Routing: Routing (64B Packet Mode) PPS — 200Kpps, full
OSPF support, static routing support, BGP support; 7,00 komad
e Virtualization: Min 15 security zones, Virtual router support,
30 VR minimum, support for 1000 VLANs min;

¢ |Pv6 support, IPv6 routing included, OSPFv3 minimum;

¢ QoS and VolP support; Guaranteed bandwidth; Maximum
bandwidth; DiffServ;

* Management: full functional CLI (ssh, console), WebUI
(HTTPS);

¢ General support: NAT, PAT support; bridge groups support;
L2 mode support (transparent firewall); L3 mode support
(route);

¢ Active/active failover configuration support; active/passive
failover support;

¢ Application security support through software license
upgrade;

* MPLS support capabilities support through software license
upgrade;

e Content security services supported by license upgrade
(with activation code): Antivirus, Antispam, URL filtering
(internal and external);

¢ All licences for Firewall, NAT, IPSec, Routing and Switching
Services must be included

e Official registration on the website of the manufacturer for
software and firmware upgrade for a period of 1 years

e Official support for minimum 1 years

o Statefull firewall, UTM device, VPN concentrator, complete
routing device,

e Form factor: Rack mount with integrated power supply,

¢ Flow based routing support
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¢ Flash and Memory: min 4 GB DRAM, 8 GB Flash storage,

¢ Performance:

e Firewall IP throughput (IMIX packet size) 1 Gbps minimum,
e Firewall IP throughput (1518 B packet size) 3 Gbps
minimum,

¢ |Psec VPN throughput (large packets):min. 600 Mbps,

e |[Psec VPN throughput (IMIX packet size):min. 200 Mbps,

e Support 250.000 concurrent sessions minimum,

e unrestricted number of internal users,

¢ |Psec VPN tunnels min.1000,

¢ |PS (intrusion prevention system) throughput 400 Mbps,

¢ Min. connections per second 10000;

e Interfaces: Fixed I/0: 8 x 10/100/1000BaseTX Ethernet ports
minimum, 8 x SFP minimum;

e Support for E1/T1 module addition (min 4), 1 x USB 2;

¢ |PSEC VPN support: Minimum 1000 concurrent VPN tunnels
supported with 3DES or AES, support for MD-5, SHA-1 and
SHA-2 authentication;

* Routing: Routing (64B Packet Mode) PPS — 350Kpps, full
OSPF support, static routing support, BGP support;

¢ Virtualization: Min 64 security zones, Virtual router support,
64 VR minimum, support for 2000 VLANs min;

* |Pv6 support, IPv6 routing included, OSPFv3 minimum;

* QoS and VolP support; Guaranteed bandwidth; Maximum
bandwidth; DiffServ;

e Management: full functional CLI (ssh, console), WebUI
(HTTPS);

e General support: NAT, PAT support; bridge groups support;
L2 mode support (transparent firewall); L3 mode support
(route);

e Active/active failover configuration support; active/passive

2 Firewall uredaj tip2 2,00 komad

05.12.2024 14:21:18



failover support;

¢ Application security support through software license
upgrade;

e MPLS support capabilities support through software license
upgrade;

¢ Content security services supported by license upgrade
(with activation code): Antivirus, Antispam, URL filtering
(internal and external);

e All licences for Firewall, NAT, IPSec, Routing and Switching
Services must be included

e Official registration on the website of the manufacturer for
software and firmware upgrade for a period of 1 years

e Official support for minimum 1 years

o Statefull firewall, UTM device, VPN concentrator, complete
routing device,

e Form factor: Rack mount with integrated power supply,

¢ Flow based routing support

¢ Flash and Memory: min 4 GB DRAM, 8 GB Flash storage,

¢ Performance:

e Firewall IP throughput (IMIX packet size) 1,4 Gbps
minimum,

e Firewall IP throughput (1518 B packet size) 4 Gbps
minimum,

¢ |Psec VPN throughput (large packets):min. 900 Mbps,

e |[Psec VPN throughput (IMIX packet size):min. 300 Mbps,

e Support 370.000 concurrent sessions minimum,

e unrestricted number of internal users,

¢ |Psec VPN tunnels min.2000,

¢ |PS (intrusion prevention system) throughput 600 Mbps,

¢ Min. connections per second 15000;

e Interfaces: Fixed 1/0: 8 x 10/100/1000BaseTX Ethernet ports
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3

Firewall uredaj tip3

minimum, 8 x SFP minimum;

e Support for E1/T1 module addition (min 4), 1 x USB 2;

¢ |PSEC VPN support: Minimum 2000 concurrent VPN tunnels
supported with 3DES or AES, support for MD-5, SHA-1 and
SHA-2 authentication;

¢ Routing: Routing (64B Packet Mode) PPS — 550Kpps, full
OSPF support, static routing support, BGP support; 2,00 komad
e Virtualization: Min 64 security zones, Virtual router support,
128 VR minimum, support for 3000 VLANs min;

¢ |Pv6 support, IPv6 routing included, OSPFv3 minimum;

¢ QoS and VolP support; Guaranteed bandwidth; Maximum
bandwidth; DiffServ;

¢ Management: full functional CLI (ssh, console), WebUI
(HTTPS);

e General support: NAT, PAT support; bridge groups support;
L2 mode support (transparent firewall); L3 mode support
(route);

e Active/active failover configuration support; active/passive
failover support;

¢ Application security support through software license
upgrade;

e MPLS support capabilities support through software license
upgrade;

e Content security services supported by license upgrade
(with activation code): Antivirus, Antispam, URL filtering
(internal and external);

¢ All licences for Firewall, NAT, IPSec, Routing and Switching
Services must be included

e Official registration on the website of the manufacturer for
software and firmware upgrade for a period of 1 years
Official support for minimum 1 years
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